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Sulte of Solutions

The ability to access critical business functions relies upon having your systems and infrastructure connected and available at
all times. And this means that your network and systems infrastructure needs to not only be reliable, but confidentiality, integ-
rity and availability the IT assets, such as endpoints, databases, servers, networks, and the data that you use on a daily basis,
needs to be protected and secure from unauthorized access, manipulation, destruction or compromise.

Sadly, threats to businesses and individuals from “bad actors” and hackers are increasing at an alarmingl rate. No longer is it
adequate to simply add malware protection and firewalls, or assume that because your company is small that it won't be the
target of an attack or security breach. Within a digital world, with modern technology and sophisticated infiltration techniques,
hackers and other bad actors can target companies with almost zero overhead, simultaneously, remotely, regardless of size

or location. If they are successful they achieve their goal, which could be to secure a ransom, steal intellectual property, cause
embarrassment, or destroy a brand, and if they are unsuccessful they simply move on and target another company. The reality
is that it doesn’t matter how big (or how small) your company is, the hackers perspective is simply one of “you likely have
something that is valuable to me, am | able to take it.”

Additionally, security is not just required to guard against out-

side threats. With the advent of remote working, Bring Your Own = .
Device (BYOD), and the adoption of cloud services, threats to a . . B o ey O
company can also initiate from inside the organization or within Al ’ & ’
your vendor environment. User and device authentication along
with policies, enforcement rules, real-time analytics and dynamic up-
dating of privileges, coupled with defined demarcation of respon- @
sibilities regarding the security of cloud based services are now ey
everyday essentials in ensuring the security from external threats
and mitigating risk. With limited budgets and evolving, evermore , ; . ' \
sophisticated threats, SolEx is pleased to be able to offer a suite - | —
of security products and consultancy services designed to guide \ : : ’ ”
customers to a safer and more secure business environment.

Comprehensive portfolio

Our comprehensive portfolio is designed to protect your business, educate your employees, and ensure compliance with
industry standards. Consisting of the following, our a-la-carte portfolio provides:

Strategy and Risk Services
e Strategy & Risk Compliance
-Program Assessments and Road-map review, Training & Awareness, Risk Framework Governance Assessment
& Remediation Compliance Review & Attestation, Payment Card Industry Data Security Standard (PCI DSS)
e Vulnerability and Threat Management
- Vulnerability Management Services, Penetration Testing
e Advisory and Threat Collaboration
- Virtual Chief Information Security Officer (vCSO) and Trusted Advisor, Cyber Information Sharing,
Threat Intelligence Collaboration
Network Security Services
e Assessments and Planning
- Network, Cloud and SD-WAN Security, Zero Trust Readiness Assessment
e Trusted Internet Access
- Global Security Gateway, Premise based Firewalls, Managed Trusted Internet Protocol Service



e Infrastructure & Application Protection

- Distributed Denial of Service (DDoS) Defense, Content Delivery

Network (CDN) Security

® Private Internet Solution

- Network-based Firewalls

Endpoint Security & Identity Services

e Assessments & Planning

- Remote Administration, Identity Access Management (IAM) and

Fraud Prevention Implementation
- Authentication and Verification Services

* Endpoint & Mobile Security
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- Endpoint Security, Mobile Threat Defense (MTD), Unified Endpoint Management (UEM)

¢ Fraud Prevention Solutions

- Authentication and Verification Services

Threat Detection and Response
® Assessment & Planning

- Security Operations Center (SOC) Threat Detection and Incident Response, Post Breach Investigations

and Remediation

® Threat Management Solutions
- Managed Threat Detection and Response (MTDR), Unified Security Management (USM), USM for Managed
Security Service Providers (MSSPs)

Getting Started

Security is a vast and complex subject which for many can be overwhelming. With limited budgets and in many cases

limited expertise the prospect of securing a business from all the possible vulnerabilities can seem monumental. How-
ever this need not be the case. SolEx offers specific consultative services which can assist businesses to understand their

security posture, develop or validate their strategies and implement the necessary steps to safeguard their business.

Service

SolEx Risk Based Cyber Posture
Assessment (Remote or Onsite)

SolEx Virtual Chief Information
Security Officer (vCISO)

SolEx Incident Response Retainer
(Brz — Svr — Gld).

Domestic and Global*

SolEx Managed
Vulnerability Program

SolEx Cybersecurity
Architect

SolEx Penetration Testing

Objective

Understand your current security posture and
any requirements for improvement, based on
the agreed future (to-be) state

Monthly based security expertise to drive
security initiatives within your business and
act as a sponsor and expert advisor for
security policies and decisions

Annual, hour based service to manage,
investigate and remediate threats threats
on an as-needs basis. Particular levels
provide readiness assessments and monthly
threat briefings as part of the package

Delivers trusted advisor resources to
assist with determining and implementing
an appropriate vulnerability management
platform for your business and training
staff in its ongoing use

Develops road-maps plans, detailed low
level designs, proofs of concept, integrations,
implementations and governance documen-
tation

Determine security posture of a business by
real world testing 24 x 7 from various global
locations by trained and certified security
analysts

* Some country exclusions apply

Target Customers

e Business Storing large amounts of data.

e A recent cloud-migration

e An increase in your industry’s cyber-security
incidents

* No recent security assessments performed

Customers who require help, advise or support in
creating their secutiry program — Scope is very
flexible as needed by the client and spans risk
assement, vulnerability and threat management,
and device and firewall reviews, to cloud security
implementations and government compliance.

Customers who wish to outsource threat manage-
ment and remediation on an ongoing basis, or may
wish to initially outsource while understanding their
vulnerabilities and devising a more internally re-
sourced security strategy.

Customers needing support in either selecting,
implementation and/or operating a
system delivering
e Asset & Software Discovery & Inventory Control
e Vulnerability Scanning & Management
* PCI & Policy Compliance
e Threat Detection ,continual monitoring
and Prioritization
e Patch Detection and Remediation

Customers requiring practical assistance in develop-
ing and implementing an end-to-end security
posture, have lots of remediation issues, lack of
skilled resources or many outstanding security
projects

e Customers requiring to assure themselves of
their security posture.

e Determines if potential vulnerabilities
are exploitable

* Provides detailed reporting with evaluation
findings and remediation steps

e Streamlines management of results
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Each customers needs are as unique as their business plans. At SolEx —

we have specialized engineering resources responsible for recommending
the best solutions for your company.

Our dedicated team of Sales Engineers will work with you to utilize your current network before expanding to other options.
Our deployments can run from a simple Direct Internet Access (DIA) installation, all the way up to creating a hybrid cloud that
ensures that your network never hits the “public” internet. SolEx can design solutions to optimize our services alongside
critical business operations in the following industry sectors

® Retall ® Healthcare
e Education ® Finance
* Government ® Hospitality

Channel Partners

With sterling quality customer service, client centered solutions and a US based network operations team, SolEx has been pro-
viding our channel partners with a route to accelerated revenue growth since 1999. To learn more about becoming an accred-
ited SolEx channel partner and all the advantages we offer, please contact us at Partner@solexp.com

Why SolEx

For over 30 years SolEx has been providing best in class, forward thinking solutions to enterprise clients via its 100% partner
based distribution channel. Delivering multi-vendor, multi-location customized solutions that meet needs of today and the
trends of tomorrow, New York based SolEx is a customer focused, technology-centric private enterprise, serving some of the
biggest and most prestigious companies in the USA and around the globe.

800-411-3611

Partner@solexp.com




